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program. The OIG further found that the Jab's purchases o (bJ(lJ(E) 
misrepresentations by lab staff in contracting documents that (bJ(lJ(EJ 
system used at SROs and thatE:Jere needed fo L._<b_)(7_)(E_l __ _j 

uipment were based on 
as a common operating 

The OIG investigation further found that lab staff were taking unencrypted lantoos and 
Japtoos without virus protection on ms· I . 

to those laptops.- Although no lab laotop was reoorted. 
lost or stolen and the OIG is not presently aware of any actual I 
(b)(l)(EJ the OIG found that the unprotected laptops were· left unattended in hotel rooms 

the SEC, were at times hooked up to public wireless connections, 
___ In addition, the OIG fo'und that the laptops were fro (bJ<lJ<EJ 

' thout being wi ed <bJ(lJ(EJ and were at times connected 
to the lab's unfiltered, unmonitored (b)(7J<El temet cormection, whi.ch the staff also used to 
access personal e-mail .and download eeware to the unprotected laptops in violation of SEC 
OIT poJicy. The OIG also found that lab staff brought their own personal computers to the lab 
and cormected them to the lab network and that a lab employee used his personal e>-mail accounts 
to transfetj<bJClJ(EJ Ito and from his SEC account.in violation of . 
SEC orr poucy. 

The OIG found that the multiple violations of SEC OIT security policies occurred despite 
the fact that the SEC sperit hundreds of thousands of dollars trai"ning ARP lab stafl: The OIG · 
found that the ARP lab spent on average $20,000 per staff member per year on training and that 
tab staff were not required to fill out training fonns, such as the SF-182, or sign continued 
service agreements. 

Recommendations 

Accordingly, the OIG is referring this report to the Director of the Division ofTrading 
and Markets; the Deputy Chief of Staff, Office of the Chainnan; the Director of the Office of 
Human Resources; the General Counsel; the Associate General Counsel for Litigation and 
Administrative Practice; and the Ethics Counsel for consideration of appropriate administrative 
action with respect to the individuals responsible for the problems and deficiencies identified in 
this report who remain employed by the SEC. 

In addition, the OIG is making the following recommendations: 

• OIT should exercise authority over the ARP lab to ensure that lab equipment is 
properly secured and accounted for, encryption and vims protection are installed on 
all computers, and the lab Internet com1ection is properly filtered and monitored. 

42 



I 
I 
I 

·---··-------------
This t.locumcnt is subject to the provisions of the l'rivacy Ad of 1974, ami may require redaction hcfon disclosu1·c 
to third panics. No l"cdactiun has been pnformcd by the Ofiicc of Inspector General. Recipients of this report 
should not disseminate ot· copy ic without the Inspector General's approv:~!. 

• The ARP iub's proposed lilturc equipment purchases should be monitored by another 
SEC office with .sunicicnt knowlcd2c to determine wh ether the purchases are 
nppropriatc for the lnb 's mission o.nd arc cost-effective. 

• ARP lnb staff should be required to fill out approprintc fonns, such as the SF-182 
form, before enrolling in any training, including training offered by prepaid vendors, 
in order to properly document the approval process for each training class taken by 
lab staff. The OIG turther recommends that the SEC clarify its policy on continued 
service agreements and consider requiring all SEC employees to sign continued 
service agreements prior to enrolling in training that costs more than $5,000. 

We are also providing this report to the OfG Office of Audits tor consideration of 
conducting follow-up audits of the AIU> lab and, more broadly, of the purchase ofinfonnation 
technology equipment throughout the SEC, to ensure that proper controls arc in pbcc to prevent 
waste a11d potential dat<l breaches in the future . 

A copy orthis report is also being provi ded fo r intonnalional purvoscs to Commissioner 
Elissc B. \Valtcr, Commissioner Lui ~; 1\. Aguilar, Commiss ioner Troy A P:1rcdcs and 
Commissiow.::r Drmid M. Gallagha. 
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